
STRATEGIC RISKS
MANAGEMENT GUIDE

The need to renew your model after COVID-19

Strategic Risks Management Guide - BlueKanGo 1/35



CONTENT

WHY BLUEKANGO ? 3

FOREWORD 4

LEARNING FROM COVID-19 5

LIKELIHOOD, OCCURRENCE, CONSEQUENCES OF COVID-19 RISK THEN RESILIENCE 6

CHARACTERISTICS OF RISK MANAGEMENT REGISTER (RMR) 8

BUILD THE RMR FROM THE STRATEGIC PLAN 11

MONITORING STRATEGIC OBJECTIVES AND RMR 14

THE BENEFITS OF KRIs AND KPIs 15

MEASURING YOUR RISK APPETITE 17

BUILD YOUR KRIs AND KPIs 20

ROLE OF KRIs AND KPIs SENTINEL MANAGERS 21

ANALYZING OPPORTUNITIES AND RISKS 22

ROLE OF THE EXECUTIVE BOARD AND THE EXECUTIVE COMMITTEE 25

LINKING THE RMR TO BUSINESS AND TECHNICAL PROCESSES 27

INCORPORATE ENVIRONMENTAL, SOCIAL AND GOVERNANCE DIMENSIONS 29

MANAGE STRATEGIC, OPERATIONAL AND TECHNICAL RISKS INTEGRATED IN THE
BLUEKANGO SOLUTION 33

ABOUT BLUEKANGO 36

Strategic Risks Management Guide - BlueKanGo 2/35



WHY BLUEKANGO ?

Overcome the risk with BlueKanGo! Make every strategic decision with a calculated
risk.

The BlueKanGo digital solution improves management decision making in order to
reach your objectives and seize development opportunities while consciously
choosing your strategic, operational and technical risks.

BlueKanGo helps you answer the following question: If I make this strategic decision,
what could be the consequences in terms of risks? And how will I manage these new
risks to mitigate their effects and make them acceptable?

In other words, BlueKanGo's risk-based approach increases the probability of
achieving your expected results.
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FOREWORD

This guide is intended for decision-makers (executive boards and senior
management, CEOs) as well as those in charge of risk management and sustainable
development, but also for managers who have a supervision role in the business,
such as operations-, purchasing- and human resources managers.

The goal for decision-makers is to realise that strategic risk management is a major
topic covering a wide range of issues that require monitoring and effective
decision-making.

The goal for risk managers and middle management is to get a better
understanding of the types of strategic risks that can have an impact on the
organisation and resources to better understand the identification, definition,
evaluation, the response and communication around strategic risks within the
organisation.

Enjoy reading!

Jean-Marc BRIAND,
CEO of BlueKanGo
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LEARNING FROM COVID-19

The COVID-19 pandemic is a risk with
devastating consequences. We knew
that this type of viral outbreak could
occur. Had we properly measured all
its possible effects and put in place the
best means to protect ourselves within
our companies?

This pandemic is a stark reminder that
we do not adequately assess and
manage our risks in the political sphere
as well as in the health and business
sectors. The measures taken in
response to this exceptional health
situation have brought many countries
and the global economy to a
complete standstill.

What did we miss? Many things, at all
levels: underestimation of the impact
of the first signs in China, lack of
anticipation, a lot of procrastination in
tactics to protect the population,
highlighting of a lack of sanitary
preparation as well as a lack of
materials (masks, life supports...) and
medical equipment (intensive care
beds...).

This brutal COVID-19 pandemic
highlights a poor assessment of
strategic, operational and technical
risks. States have confined people,
largely blocked the economy by
shutting down businesses and took

charge of some of their losses by
supporting them financially. Had
companies ever imagined this
scenario?

Some reacted and rebounded to this
crisis better than others. This is an
opportunity to look at your own risk
management.

Many organisations have created risk
registers on Excel spreadsheets. This is
already taking a major risk! We will
discuss more on that later, because risk
management is complex,
multifactorial and must be connected
on a daily basis to the organisation.
This is what BlueKanGo does, your
strategic risk register is automatically
linked to the field and is updated in
real time. The management
committee has all the information they
need to choose the risks they are
ready to take and are aware of their
possible consequences. They share it
with the operational teams and
discuss the decisions and how best to
mitigate the risks and their effects.

We can see that it is not reasonable to
use a spreadsheet for such a strategic
aspect. The COVID-19 crisis makes us
realise that it is no longer possible to
keep working this way.
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LIKELIHOOD, OCCURRENCE,
CONSEQUENCES OF COVID-19 RISK
THEN RESILIENCE

COVID-19 questions the classic
approach to risk management and the
Probability x Impact matrix.

By focusing on the probable, the
approach underestimates the highly
unlikely theoretical change of
management. A Likelihood x
Consequence matrix with the
consequence calculated with an
exponential scoring would have given
high importance to the pandemic risk.
We therefore see that the criticality
matrix for strategic risks is not the same
as that for mapping operational and
technical risks in a company. Too
many companies do not make this
distinction.

COVID-19 also shows the importance
of surveillance to take into account
the occurrence of events
(appearances in time and/or space)
and changes in a particular set of

circumstances in order to take action.
We could have been warned as early
as November 2019 if sentinel
surveillance had been put in place.

The brutal global consequences of
COVID-19 are testing the resilience of
our businesses, which are strongly
supported by national governments.
After the occurence of such a major
risk, it is the effective resilience plans
that will give companies the ability to
regain their functioning and even
improve it.

This guide deals with the method and
the objectives of management of this
risk domain and more generally of all
the risks impacting the strategy of an
organisation. It is represented by the
IRM (Integrated Risk Management)
diagram below from Gartner
(American company of analysis in the
field of advanced techniques):
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CHARACTERISTICS OF A RISK
MANAGEMENT REGISTER (RMR)

The purpose of the RMR is to foster
discussions between members of the
executive committee regarding the
key objectives of an organisation and
unforeseen events that may interfere
with the organisation's ability to
achieve them.

In order to be well-informed in analysis
and be relevant in decision-making,
the Risk Management Register (RMR)
brings together 100% of the strategic
management risks considered and not
dispersed in the heads of managers or
on lists in their computers.

The RMR is built with all the managers
of the company, at all hierarchical
levels. Its construction is a
collaborative work and not a file
reserved for general management.

The RMR includes:

❏ The list of risks sorted by
category and sub-category,

❏ The description of each risk in a
few lines,

❏ The strategic positions with their
periodic objectives at the origin
of each risk,
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❏ The processes associated with
each risk,

❏ The root cause of every risk,

❏ The concerned fields of activity,

❏ The score inherent to each
gross exposure integrating its
consequences but also its
likelihood, velocity and speed
of propagation (we measure its
importance with the COVID-19
pandemic),

❏ The Likelihood x Consequence
Criticality Matrix with the
consequence calculated with
an exponential rating.

❏ A summary of the actions taken
in response to each risk and a
link to the actions in the global
action plan that are being
undertaken as a risk evolves
and requires continuous
adaptation of its mitigation
measures,

❏ Mitigation measures for each
risk taken prior to the event,

❏ Mitigation measures for each
risk considered after the event
and the potential
consequences (qualitative and
quantitative),

❏ A scoring of the control of the
effectiveness of the
attenuations,

❏ The residual score for each risk
after application of the
mitigation measures,

❏ The level of tolerance for each
risk resulting from the
acceptable tolerance
thresholds based on the
company's risk appetite,

❏ The members of the
organisation designated
responsible for monitoring each
risk,

❏ It is essential to have a single
global action plan because risk
managers must pool their
actions in order to effectively
reduce the risks consequences.
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EXAMPLE OF A RISK MONITORING SHEET ON BLUEKANGO (EVERYTHING IS EASILY
CUSTOMISABLE):
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BUILDING THE RMR FROM THE
STRATEGIC PLAN

It is possible to start taking in account
a generic list of management risks in
your sector of activity and collecting
information about previously identified
risks.

The merit of this approach is to launch
the discussion between the executive
team and managers. Discussions
generally provide new perspectives
and are an opportunity to express
everyone's concerns about risks they
may not have talked about before
and to identify obvious areas for
improvement.

Nevertheless, the challenge is to set up
a sustainable RMR management
program and maintain a long-term
management commitment. This
requires the right perspective during
the work on RMR, i.e. starting with the
strategic objectives. This makes the
difference between success and
failure in monitoring risk management.

This also avoids the classic pitfall of risk
registers: that it quickly becomes a
long list of potential problems with no
context or link to the organisation's
mission and priorities.

In other words, RMR is not the risk
mapping of the company's realisation
and support processes. It is the risks
that can be identified at the level of
the management process, which itself
defines the strategic positions and
then steers, plans, then pilots and
implements the means of production,
but also measures, analyses and
improves performance.

RMR refers to any risk inherent in
strategic management decision
making.

For a company as well as for an
individual "living long and fully is not
avoiding taking risks. On the contrary,
it means taking risks permanently while
being able to prevent most of the
potentially harmful effects for as long
as possible," written by Jean-Claude
Ameisen. That’s what BlueKanGo
allows to do.

An effective method is, for example, to
identify your main strategic positions
in a strategic plan (example of plan in
the matrix below) with their declined
positions:
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Then ask yourself the following
questions:

● Does this new development
hypothesis or objective change my
current strategic positions and the
links between them?

● Will I have to change my strategic
plan?

● What is the impact of this hypothesis
(or objective) within each strategic
position?

● Does this hypothesis (or objective)
modify, add or delete development
axes and their strategic objectives
in the strategic positions?

The management team then identifies
the risks associated with these
development hypotheses. Once you
have listed the risks in your RMR, you
can perform an initial assessment of
your risks, starting with those that have
the greatest impact on the strategic
objectives.

The best way to proceed with a risk
assessing is doing a brainstorming
within the Executive Committee by first
describing the risk, then listing its root
causes, the mitigating measures taken
before the event, then the mitigating
measures considered after the event,
and finally listing the consequences
after mitigation.

To be relevant, it is important that the
members of the Management
Committee know and share the raison
d’être, vision, culture, fundamental
values and above all the risk appetite
of the company established by the
Board of Directors. We will see below
why.
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The risk criticality assessment is done by
an individual vote of the member of
the general management and
managers in an online form to avoid
the group effect (we can find the
name of the risk, its description, its
category... many fields of the RMR).

This vote is made on all the criteria of
frequency, importance, velocity,
likelihood of RMR risks and the average
obtained defines the criticality of the
risk.

At the end, you proceed with a
second individual vote to decide with
full knowledge of the risks of entering
or not the development hypothesis
with its objective in the strategic plan.

The sequence of these steps shows
that having an RMR is not an end in
itself, that it takes on its full value by
being linked to the strategic plan and
the collective evaluation of the
executive committee.
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MONITOR YOUR STRATEGIC
OBJECTIVES AND YOUR RMR

Your allowable risk levels are framed
by the addition of Key Risk Indicators
(KRIs) and your strategic objectives
related to these risks by Performance
Indicators (KPIs) to transform your lists
of objectives and risks into an ongoing
monitoring and intelligence process.

These KRIs and KPIs are set according
to your company's risk appetite

through a process of defining your
company's risk appetite that we will
see later.

The strategic plan and the RMR are
therefore supplemented by another
dashboard to set the KPIs and KRIs as
well as the sentinel managers in
charge of monitoring them.
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THE BENEFITS OF KRIs AND KPIs

Their goal is to transform a static risk
assessment into a dynamic system that
continuously monitors risks and
performance and provides up-to-date
information that can be used for better
decision-making and better strategy
execution.

KRIs and KPIs do not need to be
complicated and do not require
complex mathematical models to be
effective.

The BlueKanGo solution also helps you
considerably by providing automation.

KRI management is an activity that
results in warning a sentinel manager
about a probable particular risk event.

It may also indicate that a risk event
has already occurred and give an
idea of its impact or severity.

KRIs are generally numeric (although
they can also be qualitative) and are
monitored according to upper and/or
lower tolerance levels. Tolerance
thresholds generally represent the
expected range of KRI values that is
"tolerated" by the organisation as
there is no significant change in the
levels of risk or threat to its objectives.

When the value of the indicator is
outside the tolerance threshold, it is
considered as abnormal behavior and
as a strong signal that the risky KRI
events associated with this KRI
indicator become much more likely.

The key for a sentinel risk manager is
to find the key metrics and events in
their business that are closely linked to
their main risk events and related
objectives. Then the sentinel risk
manager creates a sentinel alert
system that allows them to know when
the company's risk profile changes.
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This is particularly useful when
monitoring risk management, where
strategic objectives and risks may be
defined and reviewed infrequently, in
any case less frequently than those of
the operational and support
processes.

This rarity makes monitoring programs
vulnerable to interval risks (risks that
occur between assessment windows)
and to high-speed risks (risks whose
probability and impact can change
rapidly, as we found out with
COVID-19).

In addition, all strategic decisions are
based on assumptions, which are
essentially predictions about uncertain
variables, relationships and results. The
process of creating and measuring

indicators leads management teams
to better identify and analyse their
strategic objectives more carefully.

The indicators can then be used to
subsequently monitor these objectives
and the factors affecting them.
Changes in the assumptions underlying
a strategic plan can and should be an
important trigger for management
teams to review their objectives and
address emerging risks immediately,
rather than simply waiting for the next
annual or quarterly risk review.

Measuring and collecting indicator
data also generates valuable
information for measuring forecast
accuracy and for developing
baselines that will be useful in future
planning and decision-making.
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ASSESS RISK APPETITE

Risk appetite is the description of the
amount and types of risks that an
organisation wishes to take in order to
achieve desired objectives.

The appetence is based on a general
written commitment by the company
and is then broken down into a series
of more specific commitments for
certain categories of situations. It is
expressed in terms of residual risk levels
(after considering the effects of risk
mitigation). It can be qualitative,
quantitative or a mix of both.

Risk appetite is therefore closely linked
to the strategy and the risks inherent in
pursuing this strategy.

The Board of Directors is ultimately
responsible for defining the
development strategy and monitoring
its performance. It also has an
important role to play in establishing,
approving and monitoring risk
appetite.
There is no standard on exactly how to
build its risk appetite, nor is there a

standard approach to implement the
risk appetite framework by the Board
of Directors and its management
teams.

The concept of risk appetite is based
on the study of human psychology,
research on collective risk-taking and
group decision-making. The downside
is that risk appetite also lends itself to
the complexity and jargon of risk that
can lose audiences and increase
anxiety in the risk management
process.

These two points lead to the same
conclusion: keep a practical
approach for your organisation, use a
common language that makes sense
for everyone in the company. It also
means starting simply and taking an
iterative approach. It is much more
important to effectively engage your
management team and familiarise
them with the process than to propose
a technically robust but complex
model from the start.

Enrichment can be easily done later if
you have properly engaged your
board and management team from
the beginning.
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AN EXAMPLE OF RISK APPETITE: LET'S TAKE BLUEKANGO’s CASE STUDY

First, we must define the company's general position regarding the risk appetite:

Next, risk appetite must be determined
according to certain criteria -
regulatory, financial, human resources,
market, equipment, business processes
and strategic positions - by which risk
appetite is established,
communicated and monitored within
an organisation.

Risk appetite must be closely linked to
the organisation's strategy. Each risk

appetite contains a threshold and/or
a limit.
Example of the main criterion that can
be used to establish risk appetite
expressed in terms of residual risk levels
(after considering the effects of risk
mitigation):

❏ Financial risk appetite: Cash
flow never below..., maintain
own funds/loan ratio of...

❏ Safety and health risk appetite:
The organisation has no

Strategic Risks Management Guide - BlueKanGo 18/35



appetite for IT and cyber risks,
nor for exposure to a security
risk that could cause the injury
or death of an employee or any
other person. Safety guides all
major business decisions. All
security targets are improved
each passing year.

❏ Operational risk appetite: No
client should represent more
than ... of turnover. No business
segment should represent more
than ... of turnover. No country
should represent than ... of
turnover.

❏ Strategic risk appetite: We are
aggressively pursuing our
strategy to achieve our growth
objective. We invest and
develop our target industries
and countries and accept the
associated risk.

❏ Regulatory risk appetite: No
regulatory risk appetite.

❏ Human capital risk appetite:
The acquisition of expertise
takes a long time for the
company's employees, which
implies retaining talent and
recruiting those it needs while
respecting its culture. All skills
are at least tripled.

❏ Equipment risk appetite: No risk
appetite.

❏ Innovation risk appetite: Strong
risk appetite according to the
principle of a bubble next to a
silo before industrialising.

Of course, all KRIs and KPIs have to be
checked to make sure they are
indeed within the appetence
tolerance threshold in 4 simple states:
within threshold, above, below and no
data.
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BUILDING YOUR KRIs AND KPIs

The best way to do this is to focus your
efforts on generating value and avoid
unnecessary complexity. This helps
secure and maintain the compliance
your organisation needs to make your
KRI and KPI management process
running smoothly.
In practice, this means starting with a
small number of indicators that are
mapped to the objectives of the most
critical key strategic positions. You can
then continue to add indicators
selectively over time as you
demonstrate the value of the former.
How do you determine your most
critical risks for which to create
indicators? It's simple, you start with
your key strategic positions in the
execution of your strategy.

Risks likely to interfere with the
achievement of objectives are
identified, assessed, managed and
monitored in your strategic plan in
conjunction with your RMR.
Using objectives linked to your
strategic positions as a central working
axis helps you ensure that your KRIs
and KPIs remain focused on creating
value. This makes it easier to identify
your most important risks, as these are
the risks that are most likely to affect
your most important objectives. This
approach helps you to identify priority
risks with which you should start when
identifying KRIs and KPIs.

EXAMPLE OF THE CREATION OF AN INDICATOR ON BLUEKANGO (EVERYTHING IS
EASILY CUSTOMISABLE):
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ROLE OF KRIs AND KPIs SENTINEL
MANAGERS

The main strategic positions provide
the framework for prioritising your risks
and assigning KRIs and KPIs to them.
The method is to define the tolerance
threshold for each KRI and KPI beyond
which you should not go: It is a matter
of linking the relevant risk appetite to
the KRIs or KPIs.

It is also important to appoint sentinel
managers as members of the
Management Board in charge of the
close monitoring of KRIs and KPIs. This is
particularly true if these risks are
associated with important or sensitive
strategic objectives.

Defining risk appetite is an extremely
valuable tool to help identify and
document the types and levels of risk
your organisation is willing to assume
in different situations.

The upper and lower tolerance
thresholds are set and approved by
the Board of Directors during "risk
appetite meetings" with the Executive
Committee.

The tolerance threshold represents the
values outside of which risk is not
aligned with the limits within which the
Board of Directors has authorised the
management team to work. This risk
must therefore feed into the
company's action plan to align it as

quickly as possible with the
appetence.

The sentinel dashboard combines KPIs
and KRIs and includes :
❏ The type of indicator

(performance or risk).
❏ The description of the metric

measurement criterion of the
KRI or KPI.

❏ The update method: email
workflow, automatically
supplied data.

❏ The sentinel manager in charge
of his follow-up.

❏ Its level in relation to the
tolerance threshold of the
associated appetence.
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❏ The history of its readings and
the trend of its evolution

compared to the appetence
tolerance threshold.

ANALYSING OPPORTUNITIES AND RISKS
Of course, before assessing in the RMR the risk(s) of a new development objective, it
is first necessary to analyse and then validate the development hypotheses that this
objective underlies.

Many tools can be used such as SWOT, PESTLE, Porter’s 5 forces to imagine
opportunities but also unexpected events that may reduce the organisation's ability
to achieve them.

The PESTEL analysis is a mnemonic aid making it possible to identify the
macro-environmental factors that can positively or negatively influence your
business: political, economic, sociological, technological, environmental and legal.

Often the PESTEL analysis is the
prerequisite for a SWOT analysis:

Strategic Risks Management Guide - BlueKanGo 22/35



Porter's 5 forces are competitive
threats to your business. This tool helps
you turn them into a competitive
advantage:

Your analysis will also take into
account your risk appetite, which is
based on the understanding that risk
and opportunity are inextricably
linked.

A company takes risks to seize
opportunities and generate better
performance (or achieve other
desired results). On the contrary, risks
can present opportunities for
organisations that are better able to
identify and exploit them.

In most cases, higher potential
performance is associated with higher
potential risk. There are many benefits
for organisations that can seize riskier
strategic opportunities while mitigating

the additional risk associated with
effective risk management.

A simple example:

A company wants to start selling its
services via the Internet. The new
online channel has huge potential, but
taking advantage of it can overwhelm
the traditional business partners of the
company it depends on. The
company will most likely look for ways
to launch the online channel while
minimizing and managing the impact
on its traditional partners.

Regardless of the mitigation efforts
undertaken, the company managers
must always make a decision based
on the risk/reward criterion and
ultimately assume a certain level of
remaining risk if they wish to seize the
new opportunity. This way, risk and
opportunity are linked, and neither
should be managed in isolation.
This is the case in the BlueKanGo
solution where you find in cascade,
starting from a hypothesis, its
opportunity / risk analysis associated
with its KPIs, its RMR risks and its KRIs.

The challenge for the company is
therefore to find the optimal level of
risk. Indeed, a very low risk appetite is
often not the best choice because
being too cautious and taking too few
risks can lead the company to miss its
objectives and underperform
compared to its full potential.

Continuing with the above example,
the company can avoid the risk for its
traditional partners by deciding not to
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sell online. The company will initially
reduce the risk but will also miss an
opportunity for growth and innovation.

Worse, a competitor may step in to fill
the market void left by the company's
inaction. This could lead to a loss of
market share for the company and
possible disruption of its traditional
business model with its trading
partners.

Deciding not to exploit the new online
opportunity may avoid some
short-term risks but create greater ones
in the long term. Indeed, the
associated short-term risk avoided by

the company has become an
opportunity for its competitor,
demonstrating the link between risk
and opportunity.

Often, the difference between a risk
and an opportunity lies in the
perception, or more precisely in the
ability of a management team to
minimize the disadvantages and to
maximize the benefits of a given
situation.

For this reason, risk appetite includes
several criteria and a tolerance
threshold per criterion with a maximum
and a minimum value.
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ROLE OF THE EXECUTIVE BOARD AND
THE EXECUTIVE COMMITTEE

This involves collaborative work and
constant communication between the
Board of Directors and the Executive
Committee, especially during meetings
of the Boards of Directors and
Executive Committees, where KPIs and
KRIs are reviewed, but also during
specific "risk appetite" meetings and
voting on the directions to be chosen.

The involvement of the members of the
management committee is essential
because they will also be the
employees representatives in the
company, who must also understand
their role in terms of strategic risk and
performance management.

Gartner makes it clear:
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THE OBJECTIVE DURING THESE MEETINGS IS TO UPDATE THE RMR VERY REGULARLY AND
SERIOUSLY AS SHOWN IN THE DIAGRAM BELOW:
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LINKING THE RMR TO BUSINESS AND
TECHNICAL PROCESSES

The risk appetite with its thresholds, the
strategic objectives with its KPIs and
the resulting management risks, and
the ratings of these risks with their KRI
indicators, provide a useful set in the
RMR to prioritise and classify the risks
that require the most attention.

The prioritisation of a risk to be
mitigated allows cascading

information to target operational
teams who will have to put in place
the measures and actions in the global
action plan to mitigate it.
Therefore, when plugged with the
operational processes, the RMR will be
enriched with all field declarations and
all operational, technical and support
risks of the company as shown below:
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Doing so leads to building a dynamic
RMR that is highly aligned with the
company's strategy and key
objectives. Managers will then
consider the RMR as a useful tool to
help them achieve their objectives
and make them more committed and
supportive.

Also, it is preferable to focus on
relevance rather than thoroughness
when creating an RMR. In other words,
it is better to have a small RMR
relevant to your objectives, rather than
a long register that tries to capture
every potential negative event, even
when those are unlikely to materially
affect the strategic outcomes.
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INTEGRATING ENVIRONMENTAL,
SOCIAL AND GOVERNANCE
DIMENSIONS

The interest is very well explained by
the non-profit COSO (Committee Of
Sponsoring Organisations of the
Treadway Commission) in its
publications :
https://www.coso.org/Documents/CO
SO-WBCSD-ESGERM-Guidance-Full.pdf
https://www.coso.org/Documents/CO
SO-ERM-Creating-and-Protecting-Valu
e.pdf

Excerpts:
"Entities, including businesses,
governments and non-profit
organisations, are facing an evolving
landscape of Environmental, Social
and Governance (ESG) risks that can
impact their profitability, success and
even survival..

There is no universal or agreed
definition of ESG risks, which can also
be called sustainability, non-financial
or extra-financial risks. Each entity will
have its own definition based on its
unique business model; internal and
external environment; mix of products
or services; mission, vision and core
values and more.

ESG risks are not necessarily new. In
particular, companies, organisations,

governments and investors have been
considering governance risks for many
years, focusing on aspects such as
financial elements and reporting
practices, the role of leadership and
the composition of the board of
directors, the fight against bribery and
corruption, business ethics and
executive compensation.
However, in the previous decades,
and particularly in the last 10 years, the
prevalence of ESG risks has rapidly
accelerated. In addition to a
significant increase in the number of
environmental and social issues that
organisations must now take into
account, internal oversight, corporate
governance and culture and its
behaviour in relation to these risks also
require greater attention".

This COSO publication is
complementary to risk management
standards, such as ISO 31000 or the
internal standards of certain
organisations.

The representation below in 5 chapters
and 20 principles summarises the
COSO approach:
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COSO states:
"The goal is to help an organisation
achieving...:
• Enhanced Resilience: The medium-
and long-term viability and resilience
of an entity will depend on its ability to
anticipate and respond to a complex
and interconnected set of risks that
threaten its strategy and objectives.
• A common language to articulate
ESG risks: The ERM (Enterprise Risk
Management) identifies and assesses
the risks of potential impact on the
strategy and objectives. Coordination
of ESG risks in these terms fits into
traditional processes and assessments.
• Improved resources deployment:
Obtaining reliable information on ESG
risks enables management to assess

the overall resource requirements and
helps optimise resources allocation.
• Increased pursuit of opportunities
related to ESG risks: By considering the
positive and negative aspects of ESG
risks, management can identify trends
that lead to new opportunities.
• Economy of scale: Centralised
management of ESG risks with other
entity-level risks helps eliminate
redundancies and better allocate
resources to address the entity's main
risks.
• Improved communication: A better
understanding by the ESG risks
management can provide the
transparency and communication
expected by investors and enable
them to comply with legal and
statutory requirements".
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The 5 chapters are:
1. Governance and ESG risk culture:
Governance, or internal control,
defines how decisions are made and
how they are executed. Its application
to ESG risks includes raising awareness
of ESG risks among the Board of
Directors and management and a
culture of collaboration among those
responsible for ESG risk management.

2. Strategy and target setting for ESG
risks:
All organisations have impacts and
interdependencies with nature and
society. Consequently, a solid
understanding of the economic
context, strategy and objectives serves
as an anchor for all ERM activities and
effective risk management. The
application of ERM to ESG risks
includes examining the value creation
process to understand these impacts
and dependencies in the short,
medium and long term.

3. Performance for the ESG risks:

a) Identify the risk
Organisations use several approaches
to identify ESG risks: megatrend
analysis, SWOT analysis, impact and
dependency mapping, stakeholder
engagement, and ESG risk materiality
assessments. These tools can help
identify and describe how ESG risks
threaten the achievement of an
organisation's development strategy
and objectives. Applying these
approaches to risk management and
sustainable development, raises ESG
risks in the risk inventory for an
appropriate assessment and response.

b)  Assess and prioritise risks

Companies have limited resources, so
they cannot respond equally to all
identified risks. For this reason, it is
necessary to prioritise risks. The
integration of ESG risks in the ERM
requires an assessment of the severity
of the risks adapted to the risks.
Leveraging ESG expertise is essential to
ensure that emerging or longer-term
ESG risks are not overlooked, but are
properly assessed and prioritised.

c) Implement risk responses
How an entity responds to identified
risks will ultimately determine how
effectively that entity preserves or
creates value over the long term. A
variety of innovative and collaborative
approaches that consider the source
of a risk as well as the costs and
benefits of each approach will ensure
the right responses.

4. ESG risk review and inspection:
Review and inspection of the ERM are
essential to assess its effectiveness and
modify approaches if necessary.
Organisations must develop specific
indicators to alert managers of
changes that need to be displayed in
the risk identification, their assessment
and response. This information should
be communicated to a range of
internal and external stakeholders.

5. Information, communication and
notification of ESG risks:
The application of ERM to ESG risks
includes consulting expert risk
managers to identify the most
appropriate information to
communicate internally and externally
to help decision-making based on
risks.
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MANAGING YOUR STRATEGIC,
OPERATIONAL AND TECHNICAL RISKS
INTEGRATED INTO THE BLUEKANGO
SOLUTION

The BlueKanGo solution allows to
navigate between these risks in order
to calculate the different risk
probabilities taken by management
decisions.

BlueKanGo clients identify and
manage opportunities and their
inherent risks in a single customised
synoptic board to monitor what could
affect their strategic objectives,
customers, supplier relationships,
critical data and more.

BlueKanGo accelerates growth
strategy, anticipates disruptions,
improves decision making, saves
money and protects what matters
most to their customers.

BlueKanGo is highly configurable, full
QHSE, CSR and a strategic business
plan.

The models provided by BlueKanGo
apply to all types of risks, including risks
related to the exploration of new
strategic directions, management
process transformations, innovative
projects, employee health and safety
and production processes to support
functions.

Thanks to its interactive drawing tool
with dynamic dashboards, the
strength of BlueKanGo.

Its flexibility and power make it
possible to cover all the areas
identified by Gartner:
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AS WELL AS THE MONITORING OF ALL THE COMPONENTS MENTIONED BY GARTNER :

In Gartner's IRM (Integrated Risk
Management) quadrant, BlueKanGo is
positioned as a single-vendor provider

of a suite and in an ecosystem with
other vendors thanks to these APIs
(Multi-vendor, multi-suite):
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ABOUT BLUEKANGO

1 single solution TO MANAGE

ALL YOUR Strategic HSE and Quality
PROCESSES

BlueKanGo sustainably improves your performance from the operational field to the
management at the service of its strategy. The digital solution digitally transforms
your Quality and HSE processes and replaces all your office supports in one single

tool.

The web software and its application for tablets & smartphones is safe, fully
customisable, simple and user-friendly..

More than 3,200 clients worldwide in many business sectors
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